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Resumen

El estudio se enfoca en analizar la incidencia y las caracteristicas de la ciberviolencia hacia
los docentes en el estado de Sinaloa, México. Se empled una metodologia cuantitativa de
alcance exploratorio descriptivo para obtener una comprension integral del fenomeno. Se
aplico una encuesta validada por jueces de 33 preguntas a 852 docentes de secundarias
estatales, del Estado de Sinaloa. Los resultados revelaron ciberataques y ciberbullying hacia
los docentes, el 77% inform6 conocer a compaieros y el 16.9% compaieras victimas, se
identificaron diversas estrategias de afrontamiento utilizadas por los afectados, incluyendo
el didlogo con el estudiantado (45) y la comunicacion con las autoridades escolares (22). Los
hallazgos destacan la necesidad de una mayor conciencia y capacitacion sobre ciberseguridad
en el ambito educativo, asi como de politicas efectivas para abordar el ciberbullying. Las
conclusiones principales subrayan la importancia de promover una cultura de seguridad
cibernética en las escuelas y de implementar intervenciones especificas para prevenir y

mitigar la ciberviolencia del estudiantado al docente.
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Abstract

The study focuses on analyzing the incidence and characteristics of cyberviolence towards
teachers in the state of Sinaloa, Mexico. A quantitative methodology with an exploratory
descriptive scope was used to obtain a comprehensive understanding of the phenomenon. A
33-question survey, validated by experts, was applied to 852 secondary school teachers in
Sinaloa. The results revealed cyberattacks and cyberbullying towards teachers, with 77%
reporting knowing colleagues who were victims and 16.9% reporting knowing female
colleagues who were victims. Various coping strategies used by the affected teachers were
identified, including dialogue with students (45) and communication with school authorities
(22). The findings highlight the need for greater awareness and training on cybersecurity in
the educational field, as well as effective policies to address cyberbullying. The main
conclusions emphasize the importance of promoting a culture of cybersecurity in schools and
implementing specific interventions to prevent and mitigate student-to-teacher

cyberviolence.
Keywords: cyberbullying, cyberharassment, teacher training, cybersecurity, technology

education.

Resumo

O estudo se concentra em analisar a incidéncia e as caracteristicas da cibervioléncia contra
professores no estado de Sinaloa, México. Utilizou-se uma metodologia quantitativa de
escopo exploratorio descritivo para obter uma compreensdo abrangente do fendmeno. Uma
pesquisa validada por juizes com 33 perguntas foi aplicada a 852 professores do ensino médio
estadual do Estado de Sinaloa. Os resultados revelaram ataques cibernéticos e cyberbullying
contra professores, 77% relataram conhecer colegas de classe e 16,9% outras vitimas, foram
identificadas vérias estratégias de enfrentamento utilizadas pelas pessoas afetadas, incluindo
o didlogo com os alunos (45) e a comunicacdo com as autoridades (22). As conclusdes
destacam a necessidade de uma maior sensibilizagdo e formagao em seguranca cibernética
na educacao, bem como de politicas eficazes para combater o cyberbullying. As principais

conclusdes destacam a importancia de promover uma cultura de ciberseguranca nas escolas
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e de implementar intervengdes especificas para prevenir e mitigar a cibervioléncia dos alunos

aos professores.
Palavras-chave: cyberbullying, cyberbullying, forma¢do de professores, ciberseguranga,

tecnologia educacional.
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Introduction

The growing penetration of digital technology in everyday life has introduced a series
of challenges and threats, among which the phenomenon of cyberattacks stands out. In
Mexico, as in many other countries, cyberbullying represents an increasingly pressing
concern, with significant repercussions for the security and well-being of the population,
especially among young people and women. In this context, teachers have not been immune
to these forms of digital violence, facing cyberattacks perpetrated by students, parents, and
colleagues (Challenor, 2019; De Wet, 2010; Gonzalez, 2024; Huang et al., 2014; Kauppi and
Porholé, 2012a; Kauppi and Porholéd, 2012b; Kopecky and Szotkowski, 2017; Mooij, 2011;
Pereira, 2021; Pereira, 2023; Pereira, 2024; Tolentino, 2016). However, the lack of data and
the low reporting rates have made it difficult to fully understand this phenomenon and to
implement adequate prevention and protection measures. In this regard, there is a need to
investigate the data related to the cyberattacks faced by teachers in the state of Sinaloa in
order to better understand the nature and magnitude of this problem, as well as to design
effective intervention strategies.

In 2019, more than 25% of Mexicans aged 12 to 19 were victims of cyberbullying.
This phenomenon particularly affects women in this age group, with 28% experiencing
various forms of cyberbullying, including calls, messages, multimedia content, identity theft,
and the publication of personal information. An alarming fact is that 80% of victims stated
they did not know the identity of their harassers, which underscores the complexity and
anonymity that characterize cyberbullying in the digital age. This increase in cyberbullying
cases highlights the urgent need to address this problem and implement effective measures
to protect young people online (Instituto del Derecho de las Telecomunicaciones [IDET],
2020).

During the first nine months of 2020, Mexico was the most attacked country in Latin

America, accounting for more than 22% of ransomware attacks in the region and affecting
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nearly 300,000 companies. Additionally, a significant number of Mexicans were victims of

cybercrime in 2017, resulting in an economic impact of billions of dollars (IDET, 2020).

The increase in cybercrime has significantly impacted Mexico, especially with a
notable rise in attacks on critical infrastructure, fraud, identity theft, and ransomware.
Between September and October 2020, more than 10,000 cyberattacks were recorded. This
rise is attributed to the rapid adoption of new technologies, such as artificial intelligence and
big data, which have enhanced the capabilities of cyber attackers, affecting both citizens and
public and private institutions. The economic and social repercussions are evident, with
Mexican companies facing million-dollar losses due to ransomware attacks and an alarming
increase in cybercrime victimization, particularly among young people. This situation makes
it imperative to rethink national security and cybersecurity strategies in the context of
accelerated digital transformation (IDET, 2020).

There is alarming data regarding the cybersecurity landscape in Mexico. In 2021,
Mexico experienced 156 billion cyberattack threats, with cyber fraud amounting to eight
billion dollars annually. Additionally, a 600% increase in cyberattack attempts in Latin
America and the Caribbean was reported for the same year (IDET, 2022).)

In the current cyber threat landscape, a significant increase of 28% in cyberattacks
was recorded in 2022 compared to the previous year. It is anticipated that these threats will
evolve and become more sophisticated in 2023, affecting companies, administrations, and
users. Given this increase, six main types of cyberattacks can be identified: advanced
malware, more sophisticated ransomware, improved phishing and smishing, intrusion
techniques through home networks due to the rise of teleworking, the use of artificial
intelligence for intrusion methods, and deepfakes—misleading messages created with
artificial intelligence (IDET, 2022a). According to a Unisys security study based on national
and international surveys of 11,000 adults aged 18 to 64 across 11 different markets, identity
theft and bank card fraud are the primary concerns of Mexicans regarding cybersecurity.
Despite 66% of respondents expressing distrust when clicking on suspicious links, only 29%
were familiar with more sophisticated scams, such as SIM hijacking, and only 22% knew the
appropriate organizations to report cyberattacks. In response to these challenges, the need to
adopt biometric data to enhance user security and prevent attacks or data leaks has been
highlighted (IDET, 2021).

The data indicate a concerning gender disparity in cyberbullying in Mexico, which

affects a significant portion of the population, particularly women and girls. Of the victims
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of digital violence, 95 out of 100 are women, while eight out of 10 aggressors are identified
as men.

According to collected figures, approximately 9.8 million women aged 12 and over
were victims of cyberbullying in 2022, compared to 7.6 million men in the same age group.
Incidents are especially frequent among young women aged 20 to 29, with 29.3% reporting
victimization in the past 12 months. Most acts of cyberbullying are perpetrated by strangers,
accounting for 61.3% of cases, while 19.1% were committed by acquaintances. Furthermore,
the most widely used digital platforms for cyberbullying are Facebook and WhatsApp, which
constitute 44.5% and 45.5% of cases, respectively (Hernandez, 2022). These figures
highlight that cyberbullying poses a serious threat to the safety and well-being of individuals
in Mexico, with a disproportionate impact on women and girls.

The phenomenon of violence has permeated schools in Mexico. Reports indicate that
up to 60% of primary and secondary school teachers have been victims of violence from
students, according to Dr. José Carlos Hernandez, a specialist in Penal Systems and Criminal
Policy. He highlights that only 17% of affected teachers dare to file a formal complaint with
the authorities, mainly due to fear of retaliation from students' parents or the risk of losing
their positions. The increase in violence is attributed to factors such as the lack of coherent
public policies in education and the prevailing violence in students' family environments.
Additionally, there is an urgent need to incorporate Axiology and Human Rights throughout
the educational system to address this issue and restore the social fabric (Gonzalez, 2024).

While physical and verbal violence against teachers currently receives greater
attention due to its visibility and the nature of face-to-face interactions, it is important to note
that teachers are also subject to cyberattacks from students, parents, and colleagues, although
data on this matter is limited. The low percentage of complaints regarding acts of violence
against teachers reflects an even more pronounced trend in the case of cyberattacks,
exacerbated by the aggressors' lack of awareness and the unclear protocols to follow in such
situations.

In a study of 162 surveyed teachers, it was found that only 16.8% admitted to having
been victims of some form of cyberattack, with smartphones and tablets being the most
common devices used in these incidents. Facebook was identified as the most frequently used
platform for perpetrating cyberattacks, accounting for 86% of the recorded cases (Pereira,

2021).
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Among the cyberattacks on teachers, sharing degrading material was found to be the
most prevalent type, followed by "cyberbaiting"—provoking the teacher and recording his
or her surprised reaction, mainly through mobile phones—and subsequently sharing these
materials (Kopecky and Szotkowski, 2017, p. 2). Additionally, threats of intimidation or
extortion were noted.A concerning trend observed in the study was the lack of response from
teachers, with an alarming 86% choosing not to confront the situation, while only 13%
decided to address the problem directly with the group. These results highlight the urgent
need for implementing effective measures to protect teachers and to foster a safe and
respectful school environment in the face of cyberviolence (Pereira, 2021). Definitions of
cyberbullying are broad and diverse, making it difficult to determine whether an incident
constitutes a one-time aggression or meets the criteria of repetition, duration, and perception
of harm by the victim, as well as the presence of a power imbalance between the aggressor
and the victim.

The conceptualization of cyberbullying is based on existing definitions of traditional
bullying, which is perceived as aggressive, intentional, and repeated acts or behaviors
directed against an individual or group that cannot easily defend themselves. Olweus (1993)
emphasizes the need to distinguish between bullying and aggression, noting that aggression
is seen as a one-time event, while bullying is characterized by a repeated phenomenon
marked by a power imbalance between the aggressor and the victim (Olweus, 1993; Whitney
and Smith, 1993; Rigby, 1997; Smith and Sharp, 1994). Thus, it can be said that the term
cyberbullying logically extends the traditional definition of bullying, incorporating additional
specificities, particularly in relation to information and communication technologies (ICT).

There is a multiplicity of definitions of cyberbullying, many of which are not
compatible with one another. Some authors define it as any attack aimed at harming others
in the online environment, while others argue that "true cyberbullying" must be deliberate,
repeated, and intense (Juvonen and Gross, 2008; Patchin and Hinduja, 2006).

Among the most widely used definitions of cyberbullying is one that describes it as a
deliberate, repeated, and harmful activity carried out using computers, mobile phones, and
other electronic devices (Hinduja and Patchin, 2008; Patchin and Hinduja, 2006). Similarly,
cyberbullying can be understood as any action conducted in cyberspace with the intention of
insulting or humiliating others. Some definitions emphasize that it involves intentional and
repeated harm caused by electronic means or messages (Juvonen and Gross, 2008; Hinduja

and Patchin, 2008). This form of bullying behavior is often manifested when various social
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networks, such as Facebook and Twitter, are used for open communication, and can be
deliberately aimed at harming or harassing someone (Huang et al., 2014).

In addition, some definitions highlight the use of various media and technologies,
such as email, text messages, phone calls, websites, and messaging and social networking
applications, with the intention of harassing, threatening, humiliating, or attacking others,
particularly adolescents (Li, 2007; Slonje and Smith, 2008; Dehue et al., 2009; Smith et al.,
2008; Kowalski et al., 2012). Cyberbullying is experienced through emails, instant messages
and communications, websites, online games, and also through messages or images sent to
mobile phones (Kowalski et al., 2012).

The various definitions of cyberbullying reflect the complexity and breadth of the
phenomenon, as well as the ongoing evolution of the ways in which it manifests in the digital
environment. While all definitions agree on the characteristics of aggressive, intentional, and
repeated behavior using information and communication technologies, there is a lack of
consensus regarding the specificity of its traits and the severity of its effects. Additionally,
accurate identification can be challenging due to its variable nature and the many ways it can
manifest online.

Under these premises, the following research questions arise: What is the incidence
of cyber violence directed from students to secondary school teachers in the state of Sinaloa,
Mexico? What coping strategies do teachers use in response to this problem? What is the
prevalence of cyberattacks faced by teachers? Who are the cyber attackers? These questions
aim to understand the nature and incidence of the phenomenon, as well as the trends and
patterns that may emerge from the collected data. Therefore, the following research
objectives are derived from the aforementioned questions: to determine the incidence of
cyber violence; to identify the coping strategies used by teachers; to assess the prevalence of
cyberattacks faced by teachers; and to identify the perpetrators of cyberattacks directed at

secondary school teachers in the state of Sinaloa, Mexico.

Cyberbullying to teachers
Teachers may become victims of bullying through malicious statements posted on
social media (Tolentino, 2016). These practices on digital platforms often include insults
related to the victims' intelligence, physical characteristics, and values (Hua et al., 2019; Zhao
et al., 2016). For example, terms that portray someone as incompetent, reckless, or lacking
intelligence may be used to demean their intellect. Additionally, "body-shaming" images that

mock the victim's physical attributes, such as dark skin color or wrinkles, may be shared and
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are now much more easily produced with the use of artificial intelligence. Online bullying
experienced by teachers encompasses a variety of forms, ranging from the posting of obscene
and edited images and audiovisual clips on fake Facebook pages to the dissemination of
abusive, hurtful, and embarrassing comments against them. This can also include hacking
their email accounts and spreading viruses, as well as offensive comments sent via emails,
text messages, chat rooms, or websites (Eden et al., 2013; Garrett, 2014; Kauppi and Porhola,
2012a; Tolentino, 2016). In addition to these forms of online bullying, teachers may also face
physical, verbal, and non-verbal bullying, as well as indirect bullying (James et al., 2008;
Kauppi and Porhold, 2012b; Mooij, 2011). The inability of teachers to manage and discipline
students, along with their strict behavior and low grading, are noted as significant causes of
student bullying (De Wet, 2010). Furthermore, topics such as sexual harassment by university
students towards young female teachers, as well as threats and defamation on social media
experienced by teachers daily, raise additional concerns regarding bullying directed at

educators.

Methodology

For this study, a quantitative research methodology with an exploratory scope was
deemed appropriate since statistical analysis of the data can provide an objective
understanding of the nature and magnitude of the problem of cyber violence against teachers
in Sinaloa. These figures offer a solid foundation for the development of effective prevention
and response policies and strategies.

Based on the above, it can be concluded that quantitative research explains
phenomena by collecting detailed and consistent numerical data, which are analyzed using
methods grounded in mathematics, particularly statistics. This approach raises questions
about who, what, when, where, how much, how many, and how. It revolves around numbers,
logic, and an objective stance (Mohaja, 2020).

In terms of scope, the research is both exploratory and descriptive. As the term
implies, it aims to explore the research questions rather than provide definitive and
conclusive solutions to existing problems. This type of research is generally conducted to
investigate a problem that has not yet been clearly defined, allowing for a better
understanding of its nature (Dudovskiy, 2022).

The research is also descriptive in scope, as it is based on a prior understanding of the

characteristics of the phenomenon in question, similar to the approach taken by Pereira
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(2021). It focuses on the exposition and description of aspects present in a specific group of
individuals, such as teachers in the State of Sinaloa. Within the context of quantitative
descriptive research, statistical data analysis is employed to examine central tendencies and
variability. While it is possible to formulate hypotheses to characterize the studied
phenomenon, these hypotheses are not considered essential requirements in this type of
research (Ramos, 2020).

A survey was utilized as the research technique. Pinsonneault and Kraemer (1993, as
cited in Glasow, 2005) defined a survey as a “means of collecting information about the
characteristics, actions, or opinions of a large group of people” (p. 77). Surveys can also be
used to assess needs, demands, and impact (Salant and Dillman, 1994, p. 2, as cited in
Glasow, 2005). This instrument was validated using the judge validation technique.

According to Corral (2009), validation implies that an instrument must accurately and
representatively capture a specific domain of the content related to the characteristic or trait
being assessed. This process seeks to determine the extent to which the items or questions of
an instrument adequately reflect the universe of content associated with the characteristic or
trait in question. Regarding reliability, it refers to the degree of precision and accuracy in the
measurement process.

The approval of the content, facilitated by an expert report, was conducted in a
methodical and enlightening manner, achieving consensus among the judges. The survey
used in this research addressed five significant variables: sociodemographic data, training,
Internet safety, cyber violence directed by students towards teachers (both personal
experiences and observations), and coping strategies. The instrument consisted of 33
questions distributed across these five factors. Once the work was completed, Friedman's F
test was found to be useful in confirming the findings related to the research group (Gonzélez
and Pereira, 2023).

In Sinaloa, there is a total population of 13,258 secondary school teachers, of which
7,402 work in state secondary schools. These state schools are divided into public and private
institutions, with 5,725 teachers in public schools and 1,677 in private schools (National
Institute of Statistics and Geography [INEGI], 2023).

To determine the valid sample size, several factors needed to be considered, including
the relationship between the sample size and the total population, as well as the sampling
technique employed. In this case, the total population consists of 7,402 teachers, and a sample
of 961 was selected. To assess the validity of the sample, the sampling error was calculated

using the appropriate formula: E=((zV(p(1-p)))/N)/\n
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Therefore, the sampling error is approximately 0.000336, which indicates that the
margin of error for the sample is very small compared to the population size. It can be
concluded that, with a confidence level of 95%, the sample of 961 teachers is valid for
representing the total population of 7,402 teachers.

From the sample of 961 teachers from state secondary schools in Sinaloa, the
distribution by type of school was as follows: 852 teachers (88.7%) were from public schools,
while 109 teachers (11.3%) were from private schools. Regarding the distribution by gender,
the sample included a higher proportion of women (544 or 56.7%) than men (414 or 43.2%).

Regarding the distribution of the teachers surveyed by age group, the following
results were obtained: 135 teachers (14%) are between 20 and 30 years old, 384 teachers
(40%) are between 31 and 40 years old, 299 teachers (31.1%) are between 41 and 50 years
old, 133 teachers (13.8%) are between 51 and 60 years old, and 13 teachers (1.4%) are over
61 years old. In terms of years of service, the sample revealed that 236 teachers (24.6%) had
between zero and five years of experience, 279 teachers (29%) had between six and ten years,
259 teachers (27%) had between eleven and twenty years, 159 teachers (16.5%) had between
twenty-one and thirty years, 30 teachers (3.1%) had between thirty-one and forty years, three
teachers (0.3%) had between forty-one and fifty years, and one teacher (0.1%) had between
fifty-one and sixty years. Regarding educational level, it was found that 648 teachers (67.6%)
have a Bachelor's degree, 84 teachers (8.8%) are Bachelor's interns, 80 teachers (8.3%) are
Master's graduates, 97 teachers (10.1%) are Master's interns, 13 teachers (1.4%) are PhD
graduates, 23 teachers (2.4%) are PhD interns, and 14 teachers (1.5%) have only completed
high school.

The sample shows a predominance of teachers working in public schools, a higher
proportion of women compared to men, a wide yet concentrated age distribution in the middle
stages of their teaching careers, and a mix of experienced and relatively new teachers in terms
of years of service. Additionally, the majority of the teachers hold at least a Master's degree,
indicating a relatively high educational level.

The setting, the state of Sinaloa, according to the General Directorate of Planning,
Programming, and Educational Statistics of the Ministry of Public Education (DGPPYEE-
SEP, 2023), covers a territorial area of 57,365 km? and has a population of 3,026,943
inhabitants. This represents approximately 2.9% of the national territory and 2.4% of the total
population of Mexico. The gender distribution in Sinaloa is relatively balanced, with 50.6%
women and 49.4% men. Regarding education, for the 2021-2022 school year, Sinaloa had a

total enrollment of 869,881 students, of which 50.8% are women and 49.2% are men. This
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enrollment represents approximately 2.5% of the total in the National Education System. The
distribution of enrollment by educational level shows that 69.6% corresponds to basic
education, 15.6% to upper secondary education, and 14.7% to higher education. In terms of
educational coverage, it is observed that preschool education has a coverage rate of 70.4%,
with attention varying by age group between 52.8% and 90.9%. In primary education,
coverage reaches 97.9%, with a net enrollment rate of 92.4% and a school dropout rate of

0.1%. In secondary education, coverage is 94.9%, with a school dropout rate of 3.0%.

Analysis of results

The first set of results pertains to security measures, emphasizing the importance of
security updates and the use of antivirus software. Additionally, it highlights the need to
raise awareness of other preventive measures, such as scanning emails, limiting access on

mobile devices, and implementing personal firewalls, as illustrated in Figure 1 below.

Figure 1. Cybersecurity Tools.

Please check the tools you know
for preventing attacks on websites or social media.

| do not know any
Antivirus to block Web Addresses that have...
Security updates
Security settings
Backing up personal files
Limiting access to personal resources through...
Implementation of a personal firewall
Scanning emails and... m—
Other wm

0 50 100 150 200 250 300 350 400 450 500

Source: Own Elaboration.

Regarding the level of security awareness, the fact that 46% of respondents indicated
they were unaware of any specific tools to prevent attacks on websites or social networks
suggests a concerning lack of awareness about cybersecurity. This highlights the need for
education and awareness regarding the importance of online security.

However, in terms of the prevalence of security tools, the responses indicate their
recognition as effective preventive measures, reflecting a basic understanding of online
security practices. Additionally, other aspects underscore the importance of promoting a

broader and more diversified cybersecurity culture. It is crucial to educate teachers about the
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significance of taking proactive measures to protect their online security and privacy. It
should also be noted that “other” responses pertained to activities related to security settings.

The results reveal a variety of security measures employed by respondents, with a
particular emphasis on security updates and the use of antivirus software. However, there is
a need to raise awareness of additional preventive measures, such as scanning emails and
limiting access on mobile devices. The responses to the question regarding the tools used to
prevent attacks on the web or social networks also indicate a concerning correlation with the

reasons for cyber violence attacks, as illustrated in Figure 2.

Figure 2. Tools Used by Teachers to Prevent Cyberattacks.

Check the tools you have used to prevent
attacks on websites or on social media.

| have never used tools to prevent... m—— — —— — ——————
e
Antivirus to block web addresses that... m—— ———— ————————

——

Security settings  m——————
 —1

Scanning emails and... —
—
Other

0 50 100 150 200 250 300 350 400 450 500

Source: Own Elaboration.
A lack of knowledge about online security tools—reported by 46% of respondents—

contributes to individuals' vulnerability to cyber violence attacks. Insufficient awareness of
how to protect themselves online exposes people to the risks of online violence, which
underscores the necessity for ongoing cybersecurity training for teachers.

The relationship between the data on the tools respondents are familiar with and the
tools they actually use can provide valuable insights into the awareness, adoption, and
effectiveness of online security measures. There may be a positive correlation between
knowledge and the use of online security tools; that is, respondents who are familiar with a
broader range of security tools are more likely to use them compared to those who are familiar
with fewer options.

On the other hand, it is also possible that there is a negative correlation between
knowledge of security tools and their actual use. Respondents may be familiar with various
security tools but might choose not to use them for several reasons, such as the complexity

of configuration, a lack of confidence in their effectiveness, or simply a lack of interest in
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online security. Furthermore, respondents may be acquainted with a wide range of security
tools but only utilize a subset of them, or they might be using antivirus software without fully
understanding how it works or what other security measures are available. What is
particularly concerning is that almost half of the respondents (46%) claim to be unaware of
any specific tools to prevent online attacks, indicating a significant lack of awareness or
education regarding the security measures available. This gap in knowledge could leave these
individuals more vulnerable to cyberattacks. The data gathered when respondents were asked
if they had ever been victims of cyberattacks or cyberbullying by a student or group of
students at their workplace reveal interesting trends and perceptions about the incidence of
educational cyberattacks, both from the teachers' perspective and regarding students'
perceptions of cases involving teachers. Notably, 788 respondents (82%) answered 'no,' 99
(10.3%) were unsure, and 74 (7.7%) reported knowing of cases. However, when asked if they
were aware of any cases of cyberattacks or cyberbullying by students towards teachers, the
percentages changed: 274 (28.5%) stated that they knew of cases, 93 (9.7%) were unsure,
and 594 (61.8%) indicated that they were unaware of any such incidents.

Based on personal experience, the fact that 82% of the surveyed teachers reported
never having been victims of cyberattacks or cyberbullying by students is a positive
indication regarding the perception of security in the workplace. However, it is important to
note that a small percentage (7.7%) did report being victims, which indicates that these issues
exist within educational environments.

Regarding awareness of cases, the significant increase in the percentage of teachers
who reported knowing about cases of cyberattacks or cyberbullying by students towards
teachers (28.5%) is noteworthy. This highlights that, although some teachers may not have
personally experienced these attacks, they are aware that such problems may be occurring in
their work environment.

In terms of perceived safety, the discrepancy between the percentage of teachers who
reported not having been personally victimized (82%) and those who are aware of cases of
cyberattacks or cyberbullying targeting teachers (28.5%) may suggest that some teachers
underestimate the prevalence of these issues in their workplace. This has implications for
teachers' perception of safety and well-being in the educational setting.

In terms of awareness and sensitivity, the fact that a significant number of teachers
are uncertain (10.3% and 9.7%, respectively) about whether they have been victims or are
aware of cases of cyberattacks or cyberbullying underscores the need to enhance awareness

and sensitivity regarding these issues within the educational environment.
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The data suggest that, while the majority of teachers may not have been directly
affected by cyberattacks or cyberbullying, there is a widespread recognition of the existence
of these problems in educational settings. This underscores the importance of implementing
preventive and supportive measures to ensure a safe and healthy work environment for all
members of the educational community.

Those who were aware of cases of cyberattacks on teachers were instructed to proceed
to the next section, and 467 respondents (48%) did so, indicating that nearly half of the
participants were aware of such incidents. When asked if they knew anyone who had been a
victim, the data revealed that a small percentage of teachers reported knowing a significant
number of colleagues who have experienced cyberbullying, including instances involving
more than 10 colleagues. This highlights the seriousness of the issue, as illustrated in Figure

3.

Figure 3. Teachers Known to Have Suffered Cyberbullying

How many teachers do you know who have been victims of
cyberbullying by students?

More than 10 female colleagues
6 to 7 male colleagues

4 to 5 male colleagues

2 to 3 male colleagues

1 male colleague

0 50 100 150 200 250

Source: Own Elaboration.

The data indicate that cyberbullying is a significant concern within the educational
environment and affects a notable percentage of teachers. The frequency of cyberbullying
victims by gender is particularly highlighted; while 363 respondents (77%) reported knowing
colleagues who were victims, only 79 (16.9%) reported knowing female teachers who had
been targeted.

A marked disparity in incidence is evident between male and female teachers. This
gender gap suggests that male teachers are experiencing a higher number of cyber violence
cases compared to their female counterparts, indicating that men may be more likely to be
the targets of cyberattacks in this specific context, particularly at the secondary education

level. Additionally, there may be differences in how male and female teachers perceive cyber
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violence. Men may be more inclined to identify and report incidents they experience, while

women may underreport, fail to acknowledge, or refrain from commenting on or reporting

certain behaviors.

In response to the question, “Which of the following forms of cyberbullying were you
or your fellow teachers subjected to by students?”, teachers were asked to check all forms of
cyberattacks they were aware of. Figure 4 reveals the various ways in which teachers can
become victims, underscoring the importance of addressing this issue appropriately and

promoting a safe and respectful online environment for all members of the educational

community.

Figure 4. Forms of Cyberbullying from the student to the teacher.

Which of the following forms of cyberbullying were you, your female colleague
or your male colleague victimized by the student body?
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Source: Own Elaboration.

In Figure 4, the frequency of each form of cyberbullying mentioned is illustrated. The
five most common forms are as follows: first, denigrating individuals by publishing harmful
or false stories, photos, or videos, with 106 reported cases; second, creating false profiles,
which accounted for 88 cases; third, cyberbaiting—deliberately provoking negative reactions
online—with 68 cases reported; fourth, online threats and intimidation, with 56 reports; and
fifth, sharing degrading material, which had 52 reports.

It is worth noting that online extortion or threats occupied sixth place with 51 cases,
and online threats and intimidation were mentioned twice in the previous statement,
suggesting an error to clarify. These figures indicate a serious problem regarding the use of
cell phones, particularly as teachers frequently create WhatsApp groups, making them

vulnerable to threats, intimidation, and extortion.
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When asked about the identity of the cyber attackers, the data revealed that a majority
of respondents could not clearly identify them. However, it is noteworthy that both men and
women, as well as individuals acting alone or in groups, can be involved in cyberattacks, as

shown in Figure 5.

Figure 5. Identification of teachers' cyber attackers.

A woman Several Several women

2% Cen o Who were the cyber attackers?

4%

A man ‘
6%
By men and
women
10%
| didn't know
73%

= | didn't know = By men and women = A man Awoman = Several men = Several women

Source: Own Elaboration.

In Figure 4, the frequency of each form of cyberbullying is illustrated. The five most
common forms are as follows: first, denigrating individuals by publishing harmful or false
stories, photos, or videos, which accounted for 106 reported cases; second, creating false
profiles, with 88 cases; third, cyberbaiting—deliberately provoking negative reactions
online—with 68 reported cases; fourth, online threats and intimidation, with 56 reports; and
fifth, sharing degrading material, which had 52 reports.

It is important to note that online extortion occupied sixth place with 51 cases. The
repeated mention of online threats and intimidation suggests a need for clarification. These
figures indicate a serious problem related to the use of cell phones, particularly as teachers
frequently create WhatsApp groups, leaving them vulnerable to threats, intimidation, and
extortion.

When asked about the identity of cyber attackers, the data revealed that a majority of
respondents could not clearly identify them. However, it is noteworthy that both men and
women—as well as individuals acting alone or in groups—can be involved in cyberattacks,

as illustrated in Figure 5
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Figure 6. Number of people who participated in cyber attacks on teachers.

How many people participated in the cyber attack?

1 person
1 person 14%
 Group of 2 to 3 people
Group of 2 to 3...
 Group of 4 to 9 people
Group of 4 t0 9...

Group of more than

10 people Group of more than 10...

I'm not sure
55%

Source: Own Elaboration.

The diversity of cyberattack incidents on teachers is proportional to the distribution
of responses, given the wide variety in perceptions about the nature of cyberattacks; while
some perceive the attacks as being carried out by groups of various sizes, others consider
them to have been perpetrated by lone individuals.

When questioned about the duration of the cyberattack, the findings obtained are

worrying given that some cases were prolonged for significant periods, as seen in Figure 7.

Figure 7. Permanence of the cyber attack.

How long did the cyber attack last?

m 1to 2 weeks

= 1 month
= 6 months
1 year
1 month = More than 1 year
- 8% 6 months _ I don't know the
More than 1 year—-—'—"""-_.__'_'_'_‘_‘—'—-—-—-_"] year 39 answer

1% 1%

Source: Own Elaboration.

The data suggest that cyberattacks directed at teachers by students can vary
significantly in duration, ranging from relatively short periods to more prolonged situations.
Notably, a considerable number of respondents reported being unaware of the duration of the

cyberattacks, indicating that these incidents may go unnoticed or remain poorly understood
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by the affected teachers. Additionally, most respondents indicated that the cyberattacks lasted
between one and two weeks; however, there were cases that extended for months or even
more than a year, underscoring the seriousness and persistence of these issues.

The following results offer insights into how teachers addressed these problems,
revealing a variety of strategies employed in response to cyberattacks within the school
environment. First, dialogue—direct communication with students—emerged as a
fundamental strategy, chosen as a means of personally resolving the issue and avoiding the

involvement of other parties in the educational context, as shown in Figure 8.
Figure 8. Teacher's coping with student cyber attacks.

How was the problem of the cyber attack from the
student body to the teacher faced?

Dialogue with teachers and parents
Taking disciplinary action
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The primary strategies teachers employ to confront the issue include talking with
students (45 responses), communicating with parents (34 responses), and blocking the
attackers’ accounts or their own (27 responses). It is concerning to note that some teachers
have had to change their workplace (9 cases) or were fired as a result of being victims of
cyberattacks by students (1 case). Additionally, there were instances where teachers felt
powerless or chose to ignore the problem (16 cases). However, some cases were reported to

or communicated by school authorities (21 cases each).

These findings collectively underscore the complexity and seriousness of the

challenges teachers face regarding school cybersecurity.
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Discussion

While cyberbullying among students has been extensively researched, there is
growing concern regarding its impact on teaching staff, making it a relatively new topic that
has been little studied. Research conducted by Challenor (2019), as well as by Rajbhandari
and Rana (2022), along with data collected in Sinaloa, Mexico, reveal a troubling trend in
the increasing incidence of cyberbullying against teachers across various geographical
contexts.

In the Czech study by Kopecky and Szotkowski (2017), a prevalence rate of 21.73%
was found among the surveyed teachers, primarily comprising primary and secondary school
educators. In contrast, the study conducted in Sinaloa reported a higher prevalence of 33.7%,
indicating a greater awareness of or victimization among teachers, with instances of both
male and female victims. Conversely, Challenor's (2019) research in Ireland indicated a lower
prevalence rate of 9.5%, suggesting that a minority of post-primary teachers had experienced
cyberbullying.

All three studies identify a range of cyberattack forms targeting education
professionals, including cyberbaiting, flaming, cyber-stalking, and the creation of fake
profiles. Each investigation documents cases of online harassment, defamation through
harmful or false content, as well as threats and intimidation. Intrusion into personal accounts
and identity theft are also concerning issues highlighted in these studies. Furthermore, there
is a noticeable trend toward disruption of the educational environment, with instances of
disruptors interrupting virtual classes with obscenities and sharing inappropriate content on
messaging platforms. In Sinaloa, online extortion, threats, and intimidation, particularly
through the use of WhatsApp groups, pose serious problems in the teaching context.

Regarding coping strategies, Challenor (2019) identifies several approaches,
including ignoring the problem, imposing technological limits to protect privacy, and
restricting students' access to personal social networks. Rajbhandari and Rana (2022) observe
a variety of responses ranging from ignorance of the issue to seeking legal support, changing
jobs, or employing coping strategies such as deactivating social media accounts and staying
invisible for a period. Conversely, the study in Sinaloa emphasizes dialogue as the primary
coping strategy, whether with students, parents, or colleagues. While blocking and reporting
to authorities are also common practices, the initial focus is often on communication and

conflict resolution.
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One notable coping strategy highlighted by Rajbhandari and Rana (2022), which was
not employed by the teachers studied in Sinaloa, is the practice of keeping records and
evidence of the cyberbullying incidents. This documentation could be crucial for supporting
future actions and should be encouraged as part of a teacher’s routine.

Concerning the duration of cyberattacks, Challenor’s (2019) study found significant
variability. For instance, two teachers experienced cyberattacks lasting one to two weeks,
while one reported an attack lasting six months, and eight teachers indicated that the duration
exceeded one year. Similarly, in Sinaloa, the duration of cyberattacks varied widely: there
were 156 cases lasting one to two weeks, 38 lasting one month, 13 lasting six months, three
lasting one year, and four lasting more than one year. Moreover, a substantial number of

respondents (254) indicated they did not know the duration of the attacks.

Conclusion

The data presented in this research offer a detailed perspective on the issue of cyber
violence against teachers in the state of Sinaloa. It highlights the security measures
implemented, the coping strategies employed by affected individuals, and the types of
perpetrators involved. These findings underscore the pressing need for greater awareness and
training related to cybersecurity in the educational sector, as well as the establishment of
effective protocols and policies to address instances of cyber violence directed from students
towards teachers.

The research reveals a significant prevalence of cyberattacks and cyberbullying
against educators, with notable disparities in incidence between genders. While most teachers
may not have directly experienced these issues, there exists widespread awareness of their
presence within the educational environment.

The findings confirm the initial assumption regarding the lack of knowledge about
online security tools among teachers, which exacerbates their vulnerability to cyberattacks.
Teacher self-protection is crucial; educators must first be equipped to defend themselves in
order to effectively safeguard their students in cyberspace. Therefore, it is imperative to
provide teachers with the necessary resources and support to confront these challenges. If
educators are unfamiliar with how to protect their own online security, it becomes
increasingly challenging for them to teach cybersecurity effectively to their students.

Addressing the knowledge gap, previous studies have not thoroughly examined the

relationship between teachers’ knowledge and their use of online security tools, nor have they
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explored the incidence of cyberattacks in relation to teachers' gender. This study contributes
to the field by providing empirical data that underscore the importance of tackling this
problem comprehensively and proactively.

Throughout the research, it was noted that some teachers were uncertain whether they
had been victims of cyberattacks or were aware of such incidents happening to others,
indicating a lack of awareness or recognition of the problem. Additionally, the need for
specific policies and measures to combat cyberbullying in educational settings was
emphasized, making this a significant contribution of the study.

However, a limitation of this research is the lack of long-term follow-up concerning
the psychological effects on victims, as well as teachers’ perceptions of cyberattacks and

descriptions of their experiences.

Future lines of research

The results of this research prompt new questions regarding the incidence of cyber
violence against secondary school teachers in other states, its prevalence across different
educational levels, the relationship between knowledge and the adoption of online security
measures, and how factors such as age and experience influence perceptions and responses
to the issue.

It 1s recommended that future studies conduct surveys of cyberbullying victims to
evaluate the long-term psychological effects and the effectiveness of coping strategies
employed by affected teachers. Additionally, research should explore teachers' perceptions
of cyberattacks and their lived experiences, taking into account factors such as work-related
stress, anxiety, and emotional well-being.

Moreover, the development and evaluation of specific intervention protocols to
address cyberbullying in educational settings is essential. These protocols should include
preventive measures, support resources, and response strategies for addressing incidents of
cyber violence.

Finally, it would be crucial to investigate the effectiveness of cyberbullying
prevention policies and strategies in schools, as well as to implement digital education
programs aimed at promoting safe and responsible technology use among both students and
teaching staff. Such efforts are vital in combating this growing issue within the educational

field.
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